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Defense Privacy Office (DPO)

@ Primary Responsibilities

“ DoD 5400.11-R, “DoD Privacy Program”, May 14,
2007
Privacy Act of 1974
OMB Circular A-130
Computer Matching Agreements
Systems of Records Notices (SORNs)
Applicability to Components
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Presentation Notes
Privacy and Personal Information in Federal Records

Privacy is a cherished American value, closely linked to our concepts of personal freedom and well-being. At the same time, fundamental principles such as those underlying the First Amendment, perhaps the most important hallmark of American democracy, protect the free flow of information in our society. �

The Federal Government requires appropriate information about its citizens to carry out its diverse missions mandated by the Constitution and laws of the United States. Long mindful of the potential for misuse of Federal records on individuals, the United States has adopted a comprehensive approach to limiting the Government's collection, use, and disclosure of personal information. Protections afforded such information include the Privacy Act of 1974, the Computer Matching and Privacy Protection Act of 1988, the Paperwork Reduction Act of 1995, and the Principles for Providing and Using Personal Information ("Privacy Principles"), published by the Information Infra-structure Task Force on June 6, 1995, and available from the Department of Commerce.
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What’s Around the Corner for DPO?
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WHAT IS THE PURPOSE OF THE REVIEW? �

The Privacy Act of 1974 (5 U.S.C. § 552a, the Act) requires agencies to inform the public of the existence of systems of records containing personal information, to give individuals access to records about themselves in a system of records, and to manage those records in a way to ensure fairness to individuals in agency programs.  

For the Privacy Act to work effectively, it is imperative that each agency properly maintain its systems of records and ensure that the public is adequately informed about the systems of records the agency maintains and the uses that are being made of the records in those systems. Therefore, agencies must periodically review their systems of records and the published notices that describe them to ensure that they are accurate and complete. OMB Circular A-130, "Management of Federal Information Resources," (61 Fed. Reg. 6428, Feb. 20, 1996) requires agencies to conduct periodic reviews, and this memorandum satisfies that requirement for calendar year FY 1999. Agencies should continue to conduct reviews in accordance with the schedule in Appendix I of the Circular.
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Review and Improve the Management of

Privacy Act Systems of Records
@ Based on law from 1974

@ Emerging technology advancements

@ Transition from “Paper Based” systems
to “Electronic” collections of information

@ Free flow of information within and
between organizations

@ Global information sharing

@ Striking the balance between our needs for
information and the individual's right to privacy
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Increased computerization of Federal records permits this information to be used and analyzed in ways that could diminish individual privacy in the absence of additional safeguards. As development and implementation of new information technologies create new possibilities for the management of personal information, it is appropriate to reexamine the Federal Government's role in promoting the interests of a democratic society in personal privacy and the free flow of information.



It shall be the policy of the executive branch that agencies shall:



(a) assure that their use of new information technologies sustain, and do not erode, the protections provided in all statutes relating to agency use, collection, and disclosure of personal information; ��(b) assure that personal information contained in Privacy Act systems of records be handled in full compliance with fair information practices as set out in the Privacy Act of 1974; ��(c) evaluate legislative proposals involving collection, use, and disclosure of personal information by the Federal Government for consistency with the Privacy Act of 1974; and ��(d) evaluate legislative proposals involving the collection, use, and disclosure of personal information by any entity, public or private, for consistency with the Privacy Principles.
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Review and Improve the Management of

Privacy Act Systems of Records
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 Each agency shall conduct a thorough review of its systems of records, system of records notices, and routine uses in accordance with the criteria and guidance below. Because the President directed agencies to review systems of records, we have provided guidance on a subset of the Privacy Act's requirements that are particularly relevant to systems of records.

 The goal is to focus agency resources on the most probable areas of out-of-date information, so that reviews will have the maximum impact in ensuring that system of records notices remain accurate and complete. An agency may rely on its ongoing reviews under Circular A-130 to help focus its review. An agency might decide to pay particular attention to identifying those systems of records that may have been altered by the application of new technology, changes in function, or changes in organizational structure that have occurred since the agency's last review of its systems of records. In addition, an agency may find the President's directive provides an opportunity to strengthen agency procedures to ensure reviews are timely conducted.
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Review and Improve the Management of
Privacy Act Systems of Records

@ |Information maintained about individuals must
be relevant and necessary

“ The Privacy Act limits agencies to maintaining "only such information
about an individual as is relevant and necessary to accomplish a
purpose of the agency required to be accomplished...”

“ Information that was relevant and necessary when a system of records
was first established may, over time, cease to be relevant or necessary

@ |f your agency determines that any information about individuals in a
system of records or that the entire system of records is no longer
relevant and necessary the agency should:

“ Revise or rescind the system notice, or

“@ Expunge the records (or system of records) per procedures outlined in the
Privacy Act Notice and prescribed record retention schedule
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An important way for an agency to protect individual privacy is to limit the amount of information that the agency maintains about individuals. Therefore, each agency shall review its systems of records to ensure that they contain only that information about individuals that is "relevant and necessary" to accomplish an agency purpose.

The Privacy Act limits agencies to maintaining "only such information about an individual as is relevant and necessary to accomplish a purpose of the agency required to be accomplished by statute or Executive order of the President." 5 U.S.C. § 552a(e)(1). Information that was relevant and necessary when a system of records was first established may, over time, cease to be relevant or necessary. This may result, for example, from a change in agency function or reorganization, or from a change in how the agency operates a program.

If your agency determines that any information about individuals in a system of records is no longer relevant and necessary, or if your agency determines that the entire system of records itself is no longer relevant and necessary, then the agency should expunge the records (or system of records) in accordance with the procedures outlined in the Privacy Act notice(s) and the prescribed record retention schedule approved by the National Archives and Records Administration. The system notice should be accordingly revised (or rescinded).
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Review and Improve the Management of

Privacy Act Systems of Records

@ Privacy Act records must be protected by
appropriate safeguards

@ Agencies must ensure the information's security and confidentiality.

@ Each agency shall review its systems of records to ensure that the
safeguards in place are appropriate to the types of records and the level
of security required

“ The Paperwork Reduction Act requires agencies to "implement and
enforce applicable policies, procedures, standards, and guidelines on
privacy, confidentiality, security, disclosure and sharing of information
collected or maintained by or for the agency" and "identify and afford
security protections commensurate with the risk and magnitude of the
harm resulting from the loss, misuse, or unauthorized access to or
modification of information collected or maintained by or on behalf of
an agency."
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The Privacy Act requires agencies to "establish appropriate administrative, technical and physical safeguards to insure the security and confidentiality of records and to protect against any anticipated threats or hazards to their security or integrity which could result in substantial harm, embarrassment, inconvenience, or unfairness to any individual on whom the information is maintained." 



Over time, and given changes in how records are used and maintained, safeguards that may have been appropriate in the past may no longer be sufficient, or they may no longer be necessary. For example, safeguards that were appropriate for a system of records maintained in paper form may no longer be appropriate when the system of records has been converted to electronic form.



If your agency determines that changes to the safeguards should be made, then the agency should implement the changes and publish a system of records notice that reflects the updated safeguards. Note that the system of records notice should not state that access is limited to those who need the information in the course of their duties. Rather, the notice should explain how access is limited by describing the types of safeguards in place, such as locks, building access controls, passwords, network authentication, etc. 
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Review and Improve the Management of

Privacy Act Systems of Records

@ Routine Uses must meet the “compatibility”
standard

“ The Privacy Act authorizes agencies to disclose information about
individuals under a "routine use". A routine use is defined as a
disclosure of a record outside of the agency for a use that is compatible
with the purpose for which the information was collected

Each agency shall review its "routine uses" to identify any routine uses
that are no longer justified, or which are no longer compatible with the
purpose for which the information was collected

“ |f an agency determines that the system of records notice does not
accurately and completely describe the routine uses, the agency should
revise the notice accordingly
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Non-statutory disclosures created by administrative mechanisms should only be made when appropriate. Therefore, each agency shall review its "routine uses" to identify any routine uses that are no longer justified, or which are no longer compatible with the purpose for which the information was collected.

The Privacy Act authorizes agencies to disclose information about individuals under a "routine use." A routine use is defined as a disclosure of a record outside of the agency "for a purpose which is compatible with the purpose for which it was collected.

The Act requires agencies to include in their systems of records notices a description of the routine uses for which information in a system of records may be disclosed. 

It may be the case that the circumstances which justified a routine-use disclosure have ceased to exist, or that the purpose for which the records are collected has changed over time so that the routine use no longer makes sense. Agencies should consult the Privacy Act Overview published by the Department of Justice each November (and available through the Government Printing Office) for judicial rulings which may affect the agency's routine uses. Such changes may well mean that the routine use is no longer justified or that the routine use is no longer compatible with the purpose for which the information is being collected. Agencies should review each routine use to ensure that each continues to be appropriate. In addition, agencies should review the associated system of records notices to ensure that it accurately and completely describes the routine uses, including the categories of users and the purpose of such use.

If an agency determines that a routine use is no longer appropriate, the agency should discontinue the routine-use disclosures and delete the routine use from the system of records notice. If an agency determines that the system of records notice does not accurately and completely describe the routine uses, the agency should revise the notice accordingly.
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Review and Improve the Management of

Privacy Act Systems of Records

@ Agencies must keep an accounting of disclosures
and make it available

“ The Privacy Act requires agencies to "keep an accurate accounting”
regarding "each disclosure of a record to any person or to another
agency,” and to retain the accounting for at least five years or the life of
the record, whichever is longer

All disclosures under 5 U.S.C. § 552a(b) (except those made within the
agency on a need-to-know basis or required by the FOIA) must be
accounted for, including those made under routine uses, and those made
pursuant to requests from law enforcement agencies (even though the
latter may be exempt from disclosures to the subject individual)

© Agencies must be able to reconstruct an accurate and complete
accounting of disclosures so as to be able to respond to requests in a
timely fashion

¢
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In order to ensure fairness to individuals they must be able to determine who has seen their records and when they were seen. Therefore, each agency should review its procedures for accounting for disclosures to ensure they are working properly.

 The Privacy Act requires agencies to "keep an accurate accounting" regarding "each disclosure of a record to any person or to another agency, "and to retain the accounting for at least five years or the life of the record, whichever is longer." 5 U.S.C. § 552a(c). As in the other contexts discussed above, "changes in technology, function, and organization" may result in accounting procedures becoming outdated or may result in inadequate implementation of accounting procedures that remain appropriate. An agency is relieved by the statute of accounting for disclosures made within the agency on a need-to-know basis or disclosure required by the Freedom of Information Act. 5 U.S.C. § 552a(c)(1). However, all other disclosures under 5 U.S.C. § 552a(b) must be accounted for, including those made under routine uses, and those made pursuant to requests from law enforcement agencies (even though the latter may be exempt from disclosures to the subject individual). While an agency need not keep a running tabulation of every disclosure at the time it is made, the agency must be able to reconstruct an accurate and complete accounting of disclosures so as to be able to respond to requests in a timely fashion.

If an agency determines that changes to the accounting procedures should be made, then the agency should implement the changes promptly.
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Review and Improve the Management of

Privacy Act Systems of Records

@ Systems of records should not be inappropriately
combined

“© Groups of records that have different purposes, routine uses, or security
requirements, or those that are regularly accessed by different members
of the agency staff, should be maintained and managed as separate
systems of records to avoid lapses in security. An agency should identify
instances where a system of records includes groups of records which,
because of their different purposes, routine uses, or security
requirements, should not be combined into a common system of records
but instead be maintained and managed as separate systems of records

@ Records that have the same purpose, routine uses, security
requirements, and other attributes, and that are regularly accessed by
the same categories of members across the agency should be evaluated
for the appropriateness of combining multiple systems into an agency-
wide system of records
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Agencies shall ensure that their systems of records do not inappropriately combine groups of records which should be segregated. This ensures, for example, that routine uses which are appropriate for certain groups of records do not also apply to other groups of records simply because they have been placed together in a common system of records.



Over time, changes in agency operations or functions may result in increased differences among the records that are contained within a common system of records. Groups of records that once were appropriately combined into a common system may have become sufficiently different that they should be divided into separate systems. Accordingly, during the course of the agency's review of its systems of records, and of its systems notices, an agency should identify instances where a system of records includes groups of records which -- because of their different purposes, routine uses, or security requirements -- should not be combined together into a common system of records, but instead should be maintained and managed as separate systems of records.



In addition, agency systems of records should not duplicate or be combined with those systems which have been designated as "government wide systems of records." A government wide system of records is one for which one agency has regulatory authority over records in the custody of many different agencies. Usually these are federal personnel or administrative records. Such government-wide systems ensure that privacy practices with respect to those records are carried out in accordance with the responsible agency's regulations uniformly across the federal government. 
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Ensure Notices Describing Systems of Records
are Up-To-Date, Accurate and Complete

® Transparency

L

In order to exercise their rights, individuals must have access

to an up-to-date notice of what types of information are AN\
maintained and for what reasons. /;"/“'w \\
Each agency shall conduct a review of its systems of records ’{ >f

notices to ensure that they are up-to-date, to conform with Z} _
any necessary changes identified during the review

The goal is to provide a notice helpful to someone who
might be a subject of the records.

“ The reviewer should ask, "If this system of records contained
information about my friends or family, would this notice allow
them to understand what type of records are kept, who uses
them, and why?"
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Each agency shall conduct a review of its systems of records notices to ensure that they are up-to-date, to conform with any necessary changes identified during the review.

The Privacy Act requires agencies to publish, upon the establishment of a system of records, a notice that describes the system. The core purpose of a system of records notice is to inform the public what types of records the agency maintains, who the records are about, and what uses are made of them. Of concern in reviews are "changes in technology, function, and organization" may have the effect of making system of records notices "out of date."

A systems of records notice should accurately and completely describe each category in the notice to comply with the requirements of the Privacy Act. The goal is to provide a notice helpful to someone who might be a subject of the records. The reviewer should ask, "If this system of records contained information about my friends or relatives, would this notice allow them to understand what type of records are kept, who uses them, and why?"

Agencies should take note that the descriptive categories for systems of records notices have changed over time. 




Identify Any Unpublished Systems of Records

@ DITPR — SORN status disconnect

“ In passing the Privacy Act, Congress made a strong
policy statement that in order to ensure fairness, there
shall be no recordkeeping systems whose existence is
kept secret. Further, each agency shall review its
operations to identify any de facto systems of records
for which no system of records notice has been
published

© Agencies shall implement appropriate measures (e.g.,
training) to ensure that systems of records are not
inadvertently established, but instead are established
in accordance with the notice and other requirements
of the Privacy Act
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Identify any Unpublished Systems of Records.

In passing the Privacy Act, the Congress made a strong policy statement that in order to ensure fairness, there shall be no record keeping systems the very existence of which is secret. Therefore, each agency shall review its operations to identify any de facto systems of records for which no system of records notice has been published.

If the agency identifies any such unpublished systems of records, then the agency should publish a system of records notice for the system promptly. Agencies shall implement appropriate measures (e.g., training) to ensure that system of records are not inadvertently established, but instead are established in accordance with the notice and other requirements of the Privacy Act.


CURRENT ISSUES

@ Information Sharing
Environment (ISE)

@ DNA
Biometrics

Role based Access to Systems
and Data

Training and Outreach
@ Compliance Reporting
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